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Automobile Intrusion Detection



Outline

• Quick recap of the status quo of 
connected vehicle security research

• Little bit about automobile working 
principle

• CAN bus anomaly detection
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From the highest viewpoint
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Car hacking development



Jeep Uconnect Vulnerability 
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Remote Attack Example



Sensor security



Outline

• Quick recap of the status quo of 
connected vehicle security research

• Little bit about automotive principles

• CAN bus anomaly detection



Car explained
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In automotive electronics, Electronic 

Control Unit (ECU) is a generic term for 

any secret system that controls one or 

more of the electrical system or 

subsystems in a transport vehicle

Types of ECU include Electronic/engine 

Control Module (ECM), Powertrain Control 

Module (PCM), Transmission Control 

Module (TCM), Brake Control Module 

(BCM or EBCM), Central Control Module 

(CCM), Central Timing Module (CTM), 

General Electronic Module (GEM), Body 

Control Module (BCM), Suspension 

Control Module (SCM), control unit, or 

control module

ECU (Electronic Control Unit)

https://en.wikipedia.org/wiki/Automotive_industry
https://en.wikipedia.org/wiki/Embedded_system
https://en.wikipedia.org/wiki/Body_Control_Module


Electronic Control Module Example
11



Automotive Mechatronics
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Non-hackable hackable
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Throttle position sensor

Drive-by-wire system
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Steering-by-wire system

Universal joint

Steer-by –wire 
（with mechanical fallback clutch）



Automotive Control System Architecture



Vehicle Communication System
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Vehicle CAN BUS System



ESP TCU ACC

ESP（electronic stability program）

TCU（transmission control unit）

ACC（adaptive cruise control）

… CAN-C

Gateway

Speedometer

CAN-B

Infotainment
System

Music Player

INS（Inertial navigation system）

INS

EMU

EMU（engine management system）

Seat Controller

Vehicle Communication System example



CAN BUS Signaling



CAN Frame Structure
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CAN Bus Access Arbitration



①Real time requirements
②Hard to trace back to sender
③High cost of false positive
④…

Difficulties of CAN bus defense



Packets injection
Parameter spoofing

CAN BUS Attack



Outline

• Quick recap of the status quo of 
connected vehicle security research

• Little bit about automobile working 
principle

• Related Research
• CAN bus anomaly detection







Distributed CAN bus defence architecture



IDS IDS（Intrusion 
Detection System）

Distributed CAN bus defence architecture



CAN bus defence

IDS
Wireless 
Gataway



CAN security architecture

Bluetooth WiFi Cellular V2X

IDS



Automotive intrusion detection researches



Automotive intrusion detection researches

Not considering
Temporal feature



Why don’t we build a model to describe the 
normal behavior of the car 
Take the relationship of RPM ,speed and 
gear as an example

My method（build a mathematical model）

？ C*Gear*RPMSpeed 

C is a constant

Is it that simple ？
just a linear equation？

You have clutches  Not linear



System model requirements（We included temporal features）

Continuous Variable
Acceleration/Deceleration Limit



The parameters are related



Anomaly detection system

Realtime data
stream

Cross
Prediction

Parameter 
extraction

Use all the parameters at time t-n to t-1，to 
predict the value at time t （We Choose this）

Calculate one parameter using the remaining 
parameters

MSE=Mean Square Error



Build a Model Using Deep Learing

http://playground.tensorflow.org/

http://playground.tensorflow.org/#activation=tanh&batchSize=10&dataset=circle&regDataset=reg-plane&learningRate=0.03&regularizationRate=0&noise=0&networkShape=4,2&seed=0.17315&showTestData=false&discretize=false&percTrainData=50&x=true&y=true&xTimesY=false&xSquared=false&ySquared=false&cosX=false&sinX=false&cosY=false&sinY=false&collectStats=false&problem=classification&initZero=false


Experiment Car

• Cellular Connection
• Cloud Service
• Bluetooth Key

• Hybrid 
• Electronic Brake
• Electric Power 

Steering
• Electronic Throttle



Remotely control the car



Experiment car’s CAN network 

Data Acquisition Here



The CAN database



Realtime can data stream



Build the system model

Data 
Acquisition

Data 
preprocess

Data 
analysis

Feature
Selection

Model
Training 
&Testing



Data Acquisition Setup



Data Analysis CAN database is kept highly confidential



Data Preprocessing



Data Preprocessing

Interpolation

Sampling

Normalization



Normalization

Must make sure the maximum and minimum values are not
calculated from the training data



Interpolation

Observation

Interpolation



Sub-Sampling
Time_

ms
RPM Speed MAP MAF AccPedal Throttle 

138973 0.2879838 0.1342592 0.0590551 0.1675675 0.6971070 0.1377952

138974 0.2873125 0.1342592 0.0551181 0.1675675 0.6971070 0.1377952

138975 0.2873125 0.1342592 0.0511811 0.1675675 0.6971070 0.1377952

138976 0.285970 0.1342592 0.0472440 0.1675675 0.6971070 0.1377952

138977 0.285970 0.134259 0.0511811 0.1675675 0.6971070 0.1377952



The Training Data



Model training

I will publish the code，the CAN traffic data
later



Results



Result



Model testing



Model testing



CAN Anomaly Detection McAfee&Intel
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Thank You！

Q&A


